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URL Request 

 

 Sample PHP Code 
 
$inputdata = $linkid."|@|"; 
$inputdata .= $note."|@|"; 
$inputdata .= $totalamount."|@|"; 
$inputdata .= $gst."|@|"; 
$inputdata .= $discount."|@|"; 
$inputdata .= $shipping."|@|"; 
$inputdata .= $extra1."|@|"; 
$inputdata .= $extra2."|@|"; 
$inputdata .= $extra3."|@|"; 
$inputdata .= $timestamp; 
 
$merchantid = "xxxxxxxxxxxxxxxx"; 
 
$publickey = "xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx"; 
 
/*Encode all the input using this function*/ 
$key = pack('H*', $publickey); 
$iv_size = mcrypt_get_iv_size(MCRYPT_RIJNDAEL_128, MCRYPT_MODE_CBC); 
$iv = mcrypt_create_iv($iv_size, MCRYPT_RAND); 
$ciphertext = mcrypt_encrypt(MCRYPT_RIJNDAEL_128, $key, $inputdata, MCRYPT_MODE_CBC, $iv); 
$ciphertext = $iv . $ciphertext; 
$encoded = base64_encode($ciphertext); 
 
header("Location: 

https://www.thumbspay.com/securepayment/express.php?requestdata=".rawurlencode($merchanti
d.$encoded)); 

 

/*Each parameter must end with “|@|” as the separator.*/ 

  

Request URL 

Payment request query  https://www.thumbspay.com/securepayment/express.php?requestdata=xxxx 
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Parameter Description 

linkid  Create a new payment link and choose “Express Pay” as payment type. Please visit 
“https://www.thumbspay.com/admin/action/paymentlink/generator.php” 

 After creating the payment link, please visit 
“https://www.thumbspay.com/admin/action/paymentlink/overview.php” to get the 
payment link ID. 
 

note  Extra notification during payment. 
 Maximum length is 50 characters only 

 

totalamount  Total amount to be paid 
 This total amount includes the GST amount and discount amount. 
 Must be in MYR currency 

 

gst  Total GST 
 Must be in MYR currency 

 

discount  Total discount 
 Must be in MYR currency 

 

shipping  Is this payment will ask user to insert shipping details 
 Must provide either “Yes” or “No” 

 

extra1  Additional variable to send and get in return during end of transaction 
 Maximum length is 10 characters only 

 

extra2  Additional variable to send and get in return during end of transaction 
 Maximum length is 10 characters only 

 

extra3  Additional variable to send and get in return during end of transaction 
 Maximum length is 10 characters only 

 

timestamp  Must be in  Malaysia time zone 
 Must be in this format “YYYY-MM-DD HH:MM:SS” 

 

merchantid  Please visit “https://www.thumbspay.com/admin/action/developer/developer.php” to get 
this details. 
 

publickey  Please visit “https://www.thumbspay.com/admin/action/developer/developer.php” to get 
this details. 
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Server Response 

 Sample PHP code 

 
$publickey = "xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx"; 
 
$key = pack('H*', $publickey); 
 
/*Decode the server response using this function*/ 
$ciphertext_base64 = $enc; 
$ciphertext_dec = base64_decode($ciphertext_base64); 
$iv_size = mcrypt_get_iv_size(MCRYPT_RIJNDAEL_128, MCRYPT_MODE_CBC); 
$iv_dec = substr($ciphertext_dec, 0, $iv_size); 
$ciphertext_dec = substr($ciphertext_dec, $iv_size); 
$plaintext_dec = mcrypt_decrypt(MCRYPT_RIJNDAEL_128, $key, $ciphertext_dec, MCRYPT_MODE_CBC, $iv_dec); 
 
/*Below are the server response format*/ 
//$txnno|@|$status|@|$message|@|$extra1|@|$extra2|@|$extra3|@|$payormethod|@|$payorbank 
$data_arr = explode("|@|", $plaintext_dec); 
 
/*Split the server response string which been separated with “|@|” as the separator.*/ 

Error code Description 

1000  Invalid transaction authorization 

1001  Parameter pass error 

1002  Description format is incorrect 

1003  Invalid merchant ID or api key or secret key or public key 

1004  Invalid payment method code 

1005  Min amount limit to transfer is MYR 3.00 

1006  Max amount limit to transfer is MYR 30,000.00 

1007  Cancel by user 

1008  Transaction timeout 

1009  Invalid customer title 

1010  Invalid shipping code 

1011  Invalid link ID 

1012  Invalid shipping details 

1013  Merchant ID parameter not found 

1014  Payment link been blocked 

1015  Payment link pending for approval 

1016  Payment link expired 

1017  Invalid payment link 

1018  Out of stock 

1019  Insufficient stock 

 


